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FUTURE OF CYBER CONFERENCE 2016

31 edition of Future Cyber Security & Defence Conference
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CYBER TRENDS is a two-day International professional conference divided into four sec-
tions accompanied by live demonstration and simulation test area, professional workshops
and Table-top exhibition of partners’ solutions and products. The conference is a part of
international project FUTURE FORCES FORUM which includes set of EXPERT EVENTS and
the International defence and security exhibition FUTURE FORCES 2016.

The conference will be held in Prague, capital of the Czech Republic. The conference is

Executive Guarantor In cooperation with

primarily aimed at the security and information community of the public sector, armed and
security forces, the academia and private business cooperating in projects of public inter-
est. The conference is focused on developing international cooperation in cyber security in
Europe, with special focus on the Czech Republic, Slovak Republic, Hungary and Poland.

It is expected that more than 500 professionals will participate, including representatives
from NATO, European Union and other international institutions.
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Mr. Dusan Mr. Milan Mr. Martin MGen. Erich BGen. Prof. Bohuslav  Assoc. Prof. Jozef Assoc. Prof. Josef Assoc. Prof. Mr. Petr JIRASEK
NAVRATIL, CHOVANEC, STROPNICKY, STAUDACHER PRIKRYL PUTTERA Lucia KURILOVSKA  Chairman, AFCEA
Director, National Minister of Interior, Minister of Defence, Deputy Director of Rector, University Rector, Armed Forces  Rector, Police Rector, Academy of Czech Cyber Security
Security Authority, Czech Republic Czech Republic the Bundeswehr of Defence, Academy of General ~ Academy Prague, the Police Force in Working Group,

Czech Republic Planning Office,

Germany

Czech Republic

Milan Rastislav
Stefanik, Slovakia

Czech Republic Bratislava, Slovakia Czech Republic

CONFERENCE PROGRAMME COMMITTEE MEMBERS

LtCol. Petr HROZA
University of Defence, Czech Republic
BGen. Jan KASE

Mr. Jaroslav BURCIK

Director, ITU Centre of Excelence for Cyber Security, Czech
Technical University, Czech Republic

BGen. Lubomir GACKO

Chief of the Operations Support Staff; General Staff of the
Armed Forces of the Slovak Republic, Slovakia

Col. Lubomir GORELCIK

Chief CIS Branch, J6 of General Staff of the Slovak Republic,
Slovakia

Assoc. Prof. Marcel HARAKAL

Vice-rector, Armed Forces Academy, Slovakia

of the Republic and Castle Guard,
Czech Republic

Col. (Ret.) Ladistav KOLLARIK

Mr. Toméa$ MULLER
President, AFCEA Czech Chapter,
Czech Republic
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Chief of Military Office, Military Office of the President

Vice-president, AFCEA Slovak chapter, Slovakia
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Mr. Viadimir ONDROVIC LtCol. (Ret.) Josef STRELEC

President of the Union of Electrotechnical Industry Honorary President, AFCEA Czech chapter,
and AFCEA Slovak Chapter, Czech Republic

Slovakia BGen. Milos SVOBODA

Mr. Jaroslav PEJCOCH Deputy Director, Fire Rescue Service,
Member, Committe for Society ICT Czech Republic

UNIE, Czech Republic
Assoc. Prof. Josef POZAR
Dean, FSM, Police Academy Prague, Czech Republic

Mr. Vladimir ROHEL

Director, National Cyber Security Centre, Czech Republic

MGen. (Ret.) Klaus-Peter TRECHE
General Manager, AFCEA Europe, Germany
Mr. Josef VESELY

Security Director, Ministry of Interior,
Czech Republic
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FUTURE OF CYBER CONFERENCE 2016

CONFERENCE AGENDA

Thursday, 20" October 2016

20 — 21 OCTOBER 2016, PRAGUE, CZECH REPUBLIC

a8

Published times are subject to change.

Friday, 21% October 2016

Mr.Tomés$ MULLER, president, AFCEA Czech Chapter (CZE)

Mr. Petr JIRASEK, Chairman, Czech Cyber Security Working Group (CZE)

9:00 Welcome speech 9:00 Welcome speech
Cyber Threats & Trends Cyber/Hybrid Warfare
Moderator: ) . L Moderators:
9:05-11:20 mgtﬁ:?UFS%K Director, Homeland Security Systems Engineering and Development 9:05-11:10 General (Ret.) Mieczyszlaw BIENIEK (POL) / Prof. Holger MEY (GER)
%05 Mr. Chris FOLK, Director, HSSEDI (USA) 9:05 General (Ret.) Mieczyszlaw BIENIEK, Security & Defense Advisor (POL)
i Opening speech Opening speech
g:10 | Mr. Chris STACE, Head of Unit Information Superiority, EDA (GBR) g:5 | Prof. Holger MEY, Cyber Expert, Airbus Industry (GER)
| Cyber threats and trends, EDA mission and projects ' Does Technology Win Wars?
g:35 | Mr. Adrian DEMETER, Cyber Security Advisor, Deloitte, Czech Republic (CZE) MGEN. Ludwig LEINHOS, Director, Activation Staff of the Cyber Information Domain
" | Cybersecurity Trends and Opportunities g.a0 | Service, Ministry of Defence (GER)
10:00 Mr.Tomas VOBRUBA, Security Architect, AEC, a.s. (CZE) : Cyber- and Information Domain Service - A new approach for the German Federal
. | know; that | know nothing. Armed Forces
10:20 MG (Ret) OldFich MARTINU, Deputy Director, EUROPOL (CZE) 10:10 Mr.Terry HALVORSEN, US DOD (USA)
) thd : Hybrid Warfare & Cyber Threats — Cross Atlantic collaborative challenges
i Mr. Michael LOTAS, Cyber Security Architect, net.pointers (USA) 10:40-11: Di ; A
10:45 Creating the Right Haystack to Find the Needle(s) 0:40-11:00 | Discussion, Q&
11:05-11:20 | Discussion, Q&A 1:00-11:45 | Break
11:20-12:00 | Break
Cll Protection & Cyber Education Moderator: . o .
Moderator: 11:45-14:30 | Prof. Jifi VORISEK, Vice President of the Czech Association for Systems Integration,
12:00-14:30 | Coll. (Ret.) Miroslav BRVNISTAN, Assistant Professor, Department of Public Czech Association for System Integrafion (CZE)
Administration and Crisis Management, Police Academy in Bratislava (SVK) Prof. Jii VORISEK, Vice President of the Czech Association for Systems Integration,
12:00 | Mr.Dusan NAVRATIL, Director, National Security Authority (CZE) 11:45 | Gzech Association for System Integration (CZE)
i Critical Information Infrastructure protection in the Czech Republic Opening speech
Col. Rastislav JANOTA, Director, Information Security and Electronic Signature Mr. Miroslav TUMA, Director, Ministry of Interior (CZE)
12:30 | Department, Slovak National Security Authority (SVK) 11:55 | Cloud Computing Strategy of the Czech Republic and recent plans and projects'
Cyber Security in the Slovak Republic - Current State and Trends initiatives
| LTCOL. Paulo NUNES, Project Manager, NATO MSDP on CDEST, Ministry of Mr. Robert KOSLA, Microsoft CEE Director Public Safety (POL) & Mr. Zdengk
12:50 m;gmmg et Defence Proiect on Cvber Defence Education & Taini 12:25 | JIRIGEK, Microsoft Czech National Technology Officer (CZE)
e, Lk L{ Ilf(lill:ﬁ; Hmad fier'wle rg/ebc oGn Y Eer e e(gczeE) ucation & fraining eGovernment Cloud Alternatives and Best Practices
. Ir. Lukas , Head of Training, CyberGym Europe o ; ; -
13:10 The role of human factor in cyber-defense and how to handle it? Mr:n[zg% ?AGNON Executive Risk Management Advisor, IBM Security Business
13:30 Mr. Ondfej STAHLAVSKY, Regional Director for CEE, Fortinet (CZE) 12:50 Understand organizations’ objectives and approach and IBM's Point of View on Cloud
Current security threats and vulnerabilities Security
13:50-14:10 | QA
_ - - - i Mr. Milan HABRCETL, Account Manager, Security sales, Cisco Systems, Inc. (CZE)
14:10 nCn;é);sgr‘;ﬁaArls(sKY Chairman, Czech Cyber Security Working Group (CZE) 13:10 New trends in Cybersecurity Protection — vision of completeness
' Mr. Graham WALKER, Scientists, Allied Telesis (NZE)
Worshops Programme #6/6 13:30 Practical solutions for Cloud Security
15:00-16:15 | Critical Information Infrastructure Protection . I
ROOMA | NSM Cluster Workshop 13:50-14:10 | Q3A .
Moderator: 14:10 Mr.Tpméé MULLER, president, AFCEA Czech Chapter (CZE)
Mr. Jifi Sedlaéek, CEO, Network Security Monitoring Cluster, Czech Republic Closing remarks
Panelists: Worshops Programme #2/3
Q:;S;.ig’rof.Tomas Pitner, Masaryk University; CERIT Science Park, Czech 15:00-16:15 | Cloud Computing
Mr. Lukas Pribyl, Axenta, Czech Republic ROOM A Moderator:
Mr. Jindfich Savel, Novicom, Czech Republic Prof. Jifi VoFiek, Vice president, Professor Emeritus, Professor; Czech Association
Mr. Luka$ Vondragek, ELAT, Czech Republic for Systems Integration, Prague University of Economics, Paneuropean University
15:00-16:15 | EDA mission and projects How to do business with EDA? Bratislava, Czech Republic
ROOMC | EDA Workshop Panelists:
Main Speaker: Mr. Miroslav Ttima, Ministry of Interior, Czech Republic
Mr. Chris Stace, Head of Unit Information Superiority, EDA, United Kingdom Mr. Viadimir Rohel, Director, National Center of Cyber Security, Czech Republic
15:00-16:15 | CYBER THREAT INTELLIGENCE and INFORMATION PROTECTION Mr. Zdenék JIRICEK, Microsoft Czech National Technology Officer, Czech Republic
ROOM B 'Ig?rreegitvz;nalyms automation and Threat intelligence sharing, context of the EU NIS 15:00-16:15 | Red Teaming: Military Past and Cyber Future
Risk-based approach and Information Protection in the new threads landscape / ROOM B Moderator:
mobility age Mr. Adrian Demeter, Cyber Security Advisor, Deloitte, Czech Republic
Moderator: Panelists:
LtCol. (Ret.) Robert Kosla, Director Public Safety & National Security, Microsoft Mr. Ari Davies, Deloitte, Netherlands
Central and Estern Europe HQ, Poland Mr. Jan Seidl, Deloitte, Czech Republic
Panelists:
Mrs. Zuzana Duraéinska, CZ.NIC, Slovakia
Mr. Jaroslav Smid, National Security Authority, Czech Republic
Mr. Vladimir Rohel, National Center of Cyber Security, Czech Republic
16:30 - 17:45 | Cyber Defence or defending the business? i inati .
ROOM A | The threat landscape across the Cyber Crime Domain AL Sl COordmatu_)n_ B
) Progres Partners Advertising, s.r.o.
Moderator & Main Speaker: . .
Air Commodore (Ret.) Bruce Wynn, OBE, Cyber Security Expert, Member of Address: Opletalova 55, 110 00 Prague 1, Czech Republic
AFCEA International Cyber Committee, United Kingdom Phone:  +420-224 213 905; +420-224 234 274
16:30- 17:45 | Cyber security vs. Internet of Everything Fax: +420-224 218 312; +420-224 235 033
ROOMB | poderator: Printed on E-mail:  info@future-forces-forum.org
Mr. Jan Dienstbier, Technical Supervisor of Platform KYBEZ, Gordic, Czech Republic September 2016 Web: www.future-forces-forum.org
el . GPS:  50.1289239N, 14.5150011E
Mr. Jaromir Rezag, Chief Executive Officer, Gordic, Czech Republic
16:30-17:45 | Innovative biometric solutions
ROOM C

Speaker:
Mr. Roman Cinkais, Director IT Consulting & QA, Wincor Nixdorf, Ltd.




